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4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) |EI Claim(s) 1,2,5,6,8.9.12,14 and 20 is/are rejected. 

7) 0 Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) D The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 25 February 2004 is/are: a)Q accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) ^ Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)E| All b)D Some * c)D None of: 

1 Certified copies of the priority documents have been received. 

20 Certified copies of the priority documents have been received in Application No. . 

3.Q Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1) ^| Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO/SB/08) 5 ) □ Notice of Informal Patent Application 

Paper No(s)/Mail Date . 6) □ Other: . 



PTOL-T26 d (Rev e 08-06r 



Office Action Summary 



Part of Paper No./Mail Date 20080806 



Application/Control Number: 10/785,053 Page 2 

Art Unit: 2134 

DETAILED ACTION 

1. Claims 1, 2, 5, 6, 8, 9, 12, 14 and 20 are pending claims 3, 4, 7, 10, 11, 13 and 
15 - 19 are cancelled by applicant. 

Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
06/10/2008 has been entered. 

Response to Arguments 

3. Applicant's arguments with respect to claims 1 , 2, 5, 6, 8 and 9 have been 
considered but are moot in view of the new ground(s) of rejection as necessitated by 
amendment made by applicant on 06/10/2008. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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5. Claims 1, 2, 5, 6, 8, 9 and 20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Schipper et al. U.S. Patent No. (5,987,1 36) in view of Bolosky et al. 
U.S. Patent No. (7,043,637) and Yanase U.S. Patent No. (7,003,1 13). 

6. Invention is being interpreted to be a key created by some piece of data followed 
by standard public key and standard hash algorithms. The invention is rejected using 
the Schipper and Bolosky ruling and in light of KSR rules. 

7. As per claims 1 , 2, 5, 6, 8 and 9, Schipper teaches obtaining a position in which a 
file can be opened as current position information from a position detecting device or as 
position information from an input device, and obtaining data indicating a number of 
significant digits of the position information used for encryption or decryption of the file 
from the input device (Schipper, Col. 13 Lines 53 - 67, Key based on position 
information), encrypting a-the file by using, as a key, data having high-order digits 
corresponding to the number of significant digits of the position information obtained 
from the position information and the data indicating the number of significant digits 
(Schipper, Col. 8 Lines 50 - 67, key encrypts and decrypts information), but fails to 
teach further generating a first digest which is data resulting from a hash operation 
performed on the encrypted file, and .generating public key encryption data by 
encrypting, using a public key, the data indicating the number of significant digits, the 
file encrypted using the position information as a key, and the first digest and generating 
a second digest by performing a hash operation on the .generated public key encryption 
data, and generating data to be provided by adding the second digest to the public key 
encryption data and position information specified by the number of high-order 
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significant digits. However in an analogous art Bolosky teaches teach further generating 
a first digest which is data resulting from a hash operation performed on the encrypted 
file (Bolosky, Col. 22 Lines 13-23, computes hash of encrypted file) and generating 
public key encryption data by encrypting, using a public key, the data indicating the 
number of significant digits, the file encrypted using the position information as a key, 
and the first digest and generating a second digest by performing a hash operation on 
the .generated public key encryption data, and generating data to be provided by adding 
the second digest to the public key encryption data (Bolosky, Col. 13 Lines 40-48, 
Hash of a public key) and Yanase teaches position information specified by the number 
of high-order significant digits (Yanase, Col. 4 Lines 1 - 24, high-order significant digits 
which are interpreted to be specific latitude and longitude and latitude information). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Bolosky's on-disk file format for a serverless distributed file 
system with Schipper's image authentication patterning because it offers the advantage 
of insuring that the files are stored and accessed in a secure way that prevents access 
by non-authorized users (Bolosky, Col. 1 Lines 55 - 60). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Yanase's position authentication system and electronic 
equipment using the same with Schipper's image authentication patterning because it 
offers the advantage of ensuring an image is not tampered with (Yanase, Col. 1 Lines 1 
-2). 
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8. As per claim 20, Schipper as modified teaches a program for reading map data 
from a storage medium on which is recorded map data encrypted with position 
information which specifies a position in which the map data can be used, the program 
including allowing the map data to be decrypted only if position information detected by 
a position detecting device and the position information used to encrypt the map data 
match (Schipper, Col. 8 Lines 50 - 59, encryption and decryption based on position 
information). 

9. Claims 12 and 14 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Schipper et al. U.S. Patent No. (5,987,136) in view of Bolosky et al. U.S. Patent 
No. (7,043,637) and Yanase U.S. Patent No. (7,003,113) and in further view of Bel at al. 
U.S. Patent No. (7,124,304). 

10. As per claim 12, Schipper fails to teach said encrypting includes encrypting the 
program with the position information and a license key given to a user. However, in an 
analogous art Bel teaches said encrypting includes encrypting the program with the 
position information and a license key given to a user (Bel, Col. 2 Lines 49 - 59, 
encrypts file with License key). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Bel's receiving device for securely storing a content item 
and a playback device with Schipper's image authentication patterning because it offers 
the advantage of securely storing and protecting content from unauthorized parties (Bel, 
Col. 1 Lines 5- 11). 
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11. As per claim 14, Schipper teaches encrypted using position information and 
decrypting the encrypted program with position information (Schipper, Col. 8 Lines 50 - 
59, encryption and decryption based on position information) but fails to teach a 
program encrypted using a license key, and decrypting the encrypted program the 
license key (Bel, Claim 11, decrypts with license key). 

At the time the invention was made, it would have been obvious to a person of 
ordinary skill in the art to use Bel's receiving device for securely storing a content item 
and a playback device with Schipper's image authentication patterning because it offers 
the advantage of securely storing and protecting content from unauthorized parties (Bel, 
Col. 1 Lines 5- 11). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Roderick Tolentino whose telephone number is (571) 
272-2661 . The examiner can normally be reached on Monday - Friday 9am to 5pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on (571 ) 272-381 1 . The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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